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 is an all in one, whole 
of building fire panel event
management solution,
powered by the cloud.

FireM Mobile App

FireM Mobile App provides
individualised reporting and
notification services, optimised for
mobile devices.

FireM Messaging Platform

FireM Messaging platform provides
immediate notifications to mobile
devices using XMPP (with SMS
fallback).

Fire Indicator Panel (FIP/FACU)

A Fire Indicator Panel (FIP) or Fire
Alarm Control Unit (FACU) is a
component of the customer fire alarm
system receiving and processing
signals from initiating devices or other
FIP/FACU.

FireM Device Manager

FireM Device Manager provides remote
configuration, update and monitoring
functions for FireM Edge Devices.

FireM Edge Device

FireM Edge Device connects to 
both the FIP/FACU and FireM Cloud
Platform, providing data processing
and transmission functions.

FireM Cloud Platform

FireM Cloud platform provides data
storage, data processing and user
management services for FireM users.

FireM Web Portal

FireM Web Portal provides
configuration management, user
management and data processing
functions.
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Data Security 

FireM collects no personal data in 
its operation. Client user accounts
are created to access the web portal.
All stored data is encrypted. Fully
auditable event message flow from
FireM Edge Device to FireM Cloud
Platform. FireM can meet data
sovereignty requirements for each
region as required.

FireM Portal Security 

FireM’s web and mobile portals 
are built with a secure software
development methodology and
subject to regular security testing.
Authentication to the portal includes
multi-factor authentication options.

Security Governance 

FireM’s security governance framework
and architecture is aligned with
internationally recognised information
security frameworks, including ISO
27001 and NIST 800-82.

Security Operations

The FireM production support team
monitor all alerts from the FireM
platform and activate the FireM
incident response plan.

Network Security

One-way FIP/FACU network
communication to Edge Device and
then on to Cloud Platform. All data 
is encrypted in transit. FireM traffic
utilises cellular connectivity, isolated
from the client network.

FireM Cloud Platform Security

FireM’s Cloud Platform is powered 
by Google Cloud, which is a secure
platform certified and audited to
international security standards,
including ISO 27001/27017/27018 and
SOC 1/2/3.

See: cloud.google.com/security

FireM Edge Device Security

The Edge Device is a secure and
hardened server appliance managed,
updated and monitored by the FireM
Device Manager through a secure 
VPN tunnel with client certificate. The
on- device firewall allows outbound
connections only, rejects all incoming
connection requests and securely
transmits its data to the Cloud
Platform.

FireM Device Manager

The Device Manager is a secure,
hardened platform that uses secure
VPN tunnels and client certificates to
connect to Edge Devices. It actively
monitors network traffic and blacklists
any unauthorised activity.
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 integrates 
security into all
aspects of component
design, deployment
and operation.
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Global innovations tailored for local needs.Global innovations tailored for local needs.

DISCLAIMER: Copyright and other intellectual property rights with respect to the material within this document are owned by FireM. This document is for
information purposes only and is subject to change without notice.
FireM makes no representations or warranties with respect to this document and in no event shall FireM be liable for editorial or technical omissions or
mistakes in this document. FireM shall not be liable for any damages, direct or incidental, arising out of or related to the use of this document. You may
not otherwise copy, reproduce, alter, distribute or display the material within this document in any way without our prior written permission.
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